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INTRODUCTION

Property rights have long been amongst the 
first victims of conflict. From the sadly inevitable 
occurrence of collateral damage in a theatre of 
operations, to the often-overlooked emergency 
seizure of intellectual property for the sake of 
the war effort, to the more recent development 
of hybrid lawfare – which has seen intellectual 
property left behind by sanctions seized and 
repurposed. It is little surprise then those large 
sections of international law dictating war crimes 
addresses the issue of property rights. 

References to the damage, destruction, or 
seizure of property can be found in the majority 
of treaties and legal documents related to the 
Rules of War. The Geneva Convention, Rome 
Statute, the Lieber Code of the American Civil 
War, the 1950 Nuremberg Principles, and the 
military manuals of most major nations all outlaw 
the unnecessary destruction of civilian property 
or seizure of private goods. 

However, gaps still remain in both the imple-
mentation and coverage of existing legal protec-
tions for property rights. For example, when it 
comes to intellectual property rights vulnera-
bilities remain when it comes to both military 
and civilian IP. During conflict, the enforceabil-
ity of legal protections for intellectual prop-

erty becomes unfeasible – with many hostile 
governments taking advantage of the lack of 
international measures to seize desirable prop-
erties. Just as private physical property can 
become a collateral victim of conflict, so too 
can intellectual property. 

Equally, the mechanisms that currently exist 
for the restitution of property are often far from 
ideal. Repayment by governments and inter-
national organisations can be slow, and in the 
case of intellectual property, the value of stolen 
property is often lost long after any legal case 
can redress the original theft. 

Finally, there is a longer-term economic impact 
on the damage or loss of property, in that if the 
required mechanisms for the restitution of prop-
erty are inadequate, then the confidence of the 
market can be undermined. Investors will look to 
weak protection of property in conflict zones as 
a disincentive to invest their money in a region. 

Part of the problem lies in the fact that both 
physical and intellectual property are treated 
differently in conflict zones. Far greater coverage 
is given to physical property rights, as opposed 
to intellectual property, in part because it is, in 
theory, easier to defend physical property rights. 

PHYSICAL PROPERTY

1. R Greenall, Ukraine War: Refugee from Popasna spots looted possessions on Russian tank, BBC News, 31 May 2022, https://www.bbc.
com/news/world-europe-61643533 (Accessed 14 June 2022).

Protection of physical property rights has long 
been at the centre of the debate over the rules of 
war. So much so that the unnecessary destruc-
tion or seizure of private property is deemed 
to be a war crime in several key international 
treaties. 

In the Rome Statute of the International Crim-
inal Court – which set out in detail those areas 
described as war crimes, and of the areas 
covered by Part 2, Article 8 – ten subclauses 
are dedicated to the treatment of private and 
civilian property. Likewise, the Geneva Conven-
tion sets out clearly that: 

“Any destruction by the Occupying Power of 
real or personal property belonging individu-
ally or collectively to private persons, or to the 
State, or to other public authorities, or to social 
or cooperative organizations, is prohibited, 
except where such destruction is rendered 
absolutely necessary by military operations.” 
- Convention (IV) relative to the Protection of 
Civilian Persons in Time of War. Geneva, 12 
August 1949. 

Indeed – the defence of property rights in times 
of conflict partially underpins the Constitution 
of the United States of America. It is no surprise 
that housed within the amendments included in 
the Bill of Rights to the American Constitution, 
there exists clauses related to property in times 
of war. The often less cited Third Amendment 
sets out that: 

“No Soldier shall, in time of peace be quar-
tered in any house, without the consent of the 
Owner, nor in time of war, but in a manner to 
be prescribed by law.” 

Historically this is rooted in the grievance laid out 
in the Declaration of Independence, that British 
Troops had been allowed to garrison within civil-
ian properties during the time of the 1754 French 
and Indian War, often unwelcomed. This was 
indeed also true of both British and American 
forces during the Revolutionary War. 

The historical roots of the defence of physi-
cal property rights extend far further still, with 
references in the English Civil War of the 17th 
Century, and further back to the Twelve Tables 
of Roman Law. 

Yet despite this, throughout history private prop-
erty has been the victim of conflict. Through 
damage, destruction, and theft of private prop-
erty. Looting of personal possessions has long 
been a part of war.

Most recently, countless examples of looting 
have emerged from the conflict in Ukraine. 
Russian soldiers in occupied territories have 
been recorded taking valuable household 
appliances and shipping them back to Russia 
to their families or selling them as second hand. 
In an extreme case, a woman from occupied 
Popasna, who was staying as a refugee in the 
United Kingdom, spotted the contents of her 
home piled on to a Russian tank1. 
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up to Greek Cypriot citizens an area that had 
previously formed part of the demarcation line 
between the two regions. The Varosha/Maras 
region had been closed by the military since 
the 1970s. The leadership of the Turkish side of 
the island encouraged Greek Cypriots to file to 
reclaim their properties through the Immovable 
Property Commission – figures are not yet avail-
able telling how many have done so. 

Real estate development investment in Cyprus 
has often suffered on both sides of the demar-
cation line, due to concern over legal owner-
ship of property. Developers have shied away 
from purchasing and building on sites that could 
be disputed in the future. Especially as claims 
are often filed on both sides when it comes to 
alleged stolen property. This has resulted in 
many buildings being left abandoned on the 
island, with neither side wanting to take respon-
sibility for their maintenance and upkeep. 

Another example of restitution for the damage 
or seizure of property in conflict can be found 
in the aftermath of the first Gulf War. Following 
the allied victory against Saddam Hussein’s Iraq 
and the liberation of Kuwait, there was a need 
to address the fact that a great deal of private 
property had been damaged or destroyed 
during the war. 

8. Y Ibrahim, Gulf War Is Said to Have Cost the Region $676 Billion in 1990-91, New York Times, 25 April 1993 https://www.nytimes.
com/1993/04/25/world/gulf-war-is-said-to-have-cost-the-region-676-billion-in-1990-91.html (Accessed 14 June 2022).

9. Y Ibrahim, Gulf War’s Cost to Arabs Estimated at $620 Billion, New York Times, 8 September 1992 https://www.nytimes.
com/1992/09/08/world/gulf-war-s-cost-to-arabs-estimated-at-620-billion.html (Accessed 14 June 2022). 

10. United Nations Compensation Commission, February 2022, https://uncc.ch/home (Accessed 14 June 2022).

11. United Nations Security Council Press, Security Council Unanimously Adopts Resolution Confirming United Nations Compensation Com-
mission Has Fulfilled Its Iraq-Kuwait Mandate, 22 February 2022 https://www.un.org/press/en/2022/sc14801.doc.htm (Accessed 14 
June 2022).

Millions of dollars of damage had been inflicted 
on the countries. According to a 1993 report by 
the Arab Monetary Fund, the conflict had cost 
the region in total $676 billion on both sides – 
with the Iraqi government themselves having 
incurred an estimated $256 billion in damages 
on their own side, and Kuwait estimating over 
$350 billion8. Damage to Kuwaiti public infra-
structure alone cost $160 billion9.

In response, the United Nations created a dedi-
cated reparations fund, financed by a levy on 
oil exported from Iraq. The United Nations 
Compensation Commission (UNCC) was estab-
lished as a subsidiary organ of the UN Security 
Council, by resolution 687 (1991), as a body dedi-
cated to analysing compensation claims and 
processing the appropriate reparations. 

Citizens of Kuwait who had lost or damaged 
property as a result of the 1991 Iraqi invasion 
of the country were given until 2005 to make 
their claims to the commission. According to the 
Commission’s own data, 2.7 million claims were 
submitted to the Commission seeking $352 
billion in compensation10. However, of those 
claims only 15% were accepted, with $52.4 billion 
in damages paid out to 1.5 million claimants11. 

According to Reuters, the largest claim to be 
approved by the UNCC was $14.7 billion by the 

At the same time, numerous examples have 
emerged of cultural heritage sites being looted, 
with state and private museums seeing their 
artifacts  stolen by advancing Russian troops. 
According to one report, around 2,000 items of 
value – including Scythian Gold ornaments – 
have been looted2. 

The Ukrainian government in response to this 
widespread looting has introduced tougher 
sentencing for those found guilty of looting. 
The Verkhovna Rada, the Ukrainian Parliament, 
passed a law amending several articles of the 
Ukrainian Criminal Code related to the theft, 
extortion, and the seizure of property – extend-
ing the minimum sentencing3. 

However, it is difficult to see how many such 
cases will be prosecuted under the new laws – 
and what kind of reparations Ukrainian people 
will receive for stolen property.

Physical property is not just under threat from 
theft, but also liable to the issue of ending up 
stranded on the wrong side of a border in a post 
conflict settlement. Perhaps one of the most 
pronounced examples of this exists in Cyprus, 
where properties formerly belonging to Greek 

2. C Mullins, ‘Ukraine’s heritage is under direct attack’: why Russia is looting the country’s museums, The Guardian, 27 May 2022,  https://
www.theguardian.com/artanddesign/2022/may/27/ukraine-russia-looting-museums#:~:text=Art-,’Ukraine’s%20heritage%20is%20
under%20direct%20attack’%3A%20why%20Russia,is%20looting%20the%20country’s%20museums&text=As%20Russia’s%20invasion%20
of,ancient%20Scythia%20to%20be%20hidden. (Accessed 14 June 2022).

3. Anon, Ukraine increases criminal liability for looting, Ukrinform, 3 March 2022,  https://www.ukrinform.net/ru-
bric-ato/3419129-ukraine-increases-criminal-liability-for-looting.html (Accessed 14 June 2022).

4. Law For The Compensation, Exchange And Restitution Of Immovable Properties Which Are Within The Scope Of Subparagraph (B) Of 
Paragraph 1 Of Article 159 Of The Constitution, Law 67/2005: http://www.tamk.gov.ct.tr/dokuman/67-2005yasaING.pdf 

5. Xenides-Arestis v. Turkey 46347/99 (ECHR 2004): https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22002-3590%22]} 

6. Demopoulos and Others v. Turkey 46113/99, 3843/02, 13751/02, 13466/03, 10200/04, 14163/04, 19993/04, 21819/04 (ECHR 2010):  
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-97649%22]} 

7. The Immovable Property Commission, Turkish Republic of Northern Cyprus: http://www.tamk.gov.ct.tr/ 

Cypriots sit empty in the Northern half of the 
island, whilst properties belonging to Turkish 
Cypriots have been sold off in the Greek Republic.

The Immovable Property Commission was set 
up under the Immovable Property Law (No. 
67/2005)4 in accordance with the rulings of the 
European Court of Human Rights in the case of 
Xenides-Arestis v. Turkey5. The purpose of this 
measure was to establish an effective domestic 
remedy for claims relating to abandoned proper-
ties in Northern Cyprus. This solution was initially 
challenged at the ECHR in 2010 during the case 
of Demopoulos and Others v. Turkey6, however 
the objections were rejected by the court. 

The so called ‘Immovable Property Commis-
sion’ has, since its inception, received over 7,000 
requests – and granted hundreds of thousands 
of Euros in reparation to claimants. According 
to the Commission’s own reporting, £335 million 
has been granted to applicants in compensation 
since its establishment in 20067. 

A key obstacle to a lasting peace on the island 
has been the continued dispute over property 
rights. In 2021, the Turkish Republic of North-
ern Cyprus announced that it planned to open 

https://www.nytimes.com/1993/04/25/world/gulf-war-is-said-to-have-cost-the-region-676-billion-in-1990-91.html
https://www.nytimes.com/1993/04/25/world/gulf-war-is-said-to-have-cost-the-region-676-billion-in-1990-91.html
https://uncc.ch/home
https://www.un.org/press/en/2022/sc14801.doc.htm
https://www.theguardian.com/artanddesign/2022/may/27/ukraine-russia-looting-museums#:~:text=Art-,'Ukraine's heritage is under direct attack'%3A why Russia,is looting the country's museums&text=As Russia's invasion of,ancient Scythia to be hidden
https://www.theguardian.com/artanddesign/2022/may/27/ukraine-russia-looting-museums#:~:text=Art-,'Ukraine's heritage is under direct attack'%3A why Russia,is looting the country's museums&text=As Russia's invasion of,ancient Scythia to be hidden
https://www.theguardian.com/artanddesign/2022/may/27/ukraine-russia-looting-museums#:~:text=Art-,'Ukraine's heritage is under direct attack'%3A why Russia,is looting the country's museums&text=As Russia's invasion of,ancient Scythia to be hidden
https://www.theguardian.com/artanddesign/2022/may/27/ukraine-russia-looting-museums#:~:text=Art-,'Ukraine's heritage is under direct attack'%3A why Russia,is looting the country's museums&text=As Russia's invasion of,ancient Scythia to be hidden
https://www.ukrinform.net/rubric-ato/3419129-ukraine-increases-criminal-liability-for-looting.html
https://www.ukrinform.net/rubric-ato/3419129-ukraine-increases-criminal-liability-for-looting.html
http://www.tamk.gov.ct.tr/dokuman/67-2005yasaING.pdf
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22002-3590%22]}
http://www.tamk.gov.ct.tr/
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INTELLECTUAL PROPERTY (IP) 

15. D Khabarov, Russia adopts zero compensation to patent owners from unfriendly countries, Baker McKenzie, 10 March 2022 https://sanc-
tionsnews.bakermckenzie.com/russia-adopts-zero-compensation-to-patent-owners-from-unfriendly-countries/ (Accessed 14 June 
2022).

16. Has Russia legalised intellectual-property theft?, The Economist, 2nd June 2022,  https://www.economist.com/business/2022/06/02/
has-russia-legalised-intellectual-property-theft (Accessed 14 June 2022).

Whilst physical property is already covered 
and well established, coverage for intellectual 
property is a separate issue. It is easy to defend 
and compensate against damage to, or theft 
of, physical property – but intellectual property 
exists in the abstract. 

During the recent conflict between Ukraine and 
Russia, sanctions were imposed on the belliger-
ent Russia – resulting in the freezing of opera-
tions of many Western companies. In retaliation, 
the Russian Parliament – the Duma – passed 
laws in early March 2022 that decreed that the 
Russian government was no longer obliged to 
compensate owners of patents or industrial 
designs from so called “unfriendly” nations.

Decree Number 299, which amends the Russian 
Civil Code, removes the compensation mecha-
nism for violation of intellectual property rights15. 
The law sets a new minimum percentage of the 
revenue earned from the user of a patent. The 
new minimum is now set to 0%, in effect giving 
the green light to Russian companies that they 
won’t face fines for stealing foreign patents16. 

Whilst Decree 299 only applies to patents, it has 
paved the way for further intellectual property 
rights violations. Copyright has already landed 
in the sights of many entrepreneurial Russian’s 
who have seen an opportunity to exploit the new 
relaxation of the law. 

Kuwait Petroleum Corporation after Iraqi troops 
set fire to oil wells on their way out of the country 
following the end of their occupation12.

Despite such a low compensation rate, in 
February 2022 the UN Security Council voted 
to conclude the work of the UN Compensa-
tion Commission13, with the Iraqi Government 
making its final payment to Kuwait in the same 
month14. It is clear from the data provided by the 
Commission, that the funding offered falls short 
of the damages incurred during the conflict – 
leaving many individuals and entities without 
financial compensation.

Finally, Israel offers another model for repara-
tion of property rights in conflicted areas. Due 
to tensions with their neighbours, Israel has had 
to develop a streamlined system for the repay-
ment for damage sustained during conflict. The 
State of Israel therefore maintains the ‘Compen-
sation Fund’, that allows its citizens to ask the 
state for compensation. 

Under this system, compensation inspectors 
from the Israeli Tax Authority in the Ministry of 
Finance arrive in an area once security services 
have declared it safe. Alongside engineers and 
building inspectors, they visit damaged proper-
ties and appraise the damage. Citizens are given 
instructions to leave everything as it was when 
they arrive to ensure a fair evaluation. 

Afterwards, citizens are given two weeks to file 
for damages and make a claim for compensa-

12. S Nebehey, Iraq pays last chunk of $52.4 billion Gulf War reparations – UN, Reuters, 9 February 2022 https://www.reuters.com/world/
middle-east/iraq-pays-last-chunk-524-billion-gulf-war-reparations-un-2022-02-09/ (Accessed 14 June 2022).

13. United Nations Security Council Press, Security Council Unanimously Adopts Resolution Confirming United Nations Compensation Com-
mission Has Fulfilled Its Iraq-Kuwait Mandate, 22 February 2022  https://www.un.org/press/en/2022/sc14801.doc.htm (Accessed 14 
June 2022).

14. S Nebehey, Iraq pays last chunk of $52.4 billion Gulf War reparations – UN, Reuters, 9 February 2022 https://www.reuters.com/world/
middle-east/iraq-pays-last-chunk-524-billion-gulf-war-reparations-un-2022-02-09/ (Accessed 14 June 2022).

tion. They are then given a choice as to whether 
they would like to fix the damage themselves, 
or have contractors paid directly from the 
Compensation Fund. There are also compen-
sation options for damage to personal property 
inside of a building. The system, out of necessity, 
is efficient and favours the claimant. 

What is clear is that there is an enormous 
disparity between different systems providing 
compensation for the damage, loss, or seizure 
of physical property during conflicts. Quite 
often individuals will not receive the compen-
sation that they deserve. This is perhaps to be 
expected, as the attention of governments 
is more often than not on the human cost of 
conflict first, and the restoration of state assets 
second. 

However, the economic impact of the loss and 
damage of private property cannot be under-
stated, least of all because it has a direct impact 
on the productive section of the economy: the 
citizens. Without homes or places to run their 
businesses, individuals may choose to leave 
their home countries, leading to both capi-
tal flight and brain drain – squeezing produc-
tivity out of the economy and slowing growth. 
Further to that, it discourages inward investment 
into post-conflict zones as the legal ambiguity 
around property rights dissuades investors from 
putting their money into the real estate required 
to set up shop. 
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22. https://rossgram.ru/ 

Figure 2. Promotion for the Rossgram app. The top picture claims that it is ‘a new social network with a familiar interface...’  
The bottom shows the user interface identical to Instagram22.

Due to the relaxation of IP laws, Russia is 
expected to become a centre of intellectual 
property rights violations over the next few 
years, with the possibility of the country becom-
ing a base for third parties seeking to abuse 
foreign patents. 

Civilian companies are far from the only victims 
of IP theft during times of heightened tensions. 
Military hardware and government technologies 
have long been a target for intellectual property 

theft or imitation. Indeed, corporate espionage 
in the military sector has existed for as long as 
conventional warfare. 

As such, many Western countries have adopted 
strict counter economic espionage laws related 
to the security and defence sectors. The United 
States for example, under the Economic Espi-
onage Act (1996), can impose fines up to 
$500,000 and a 15-year sentence for individu-
als, or a $10 million fine for organisations. 

What has followed is the creation of a series of 
imitation brands, based around the IP of West-
ern companies that have been forced to leave 
the country. The most notable example is that of 

17. L Goss, Moscow’s ‘Uncle Vanya’s’ fast-food chain unveils new logo following McDonalds exit from Russia, City AM, 18 March 2022 https://
www.cityam.com/moscows-uncle-vanyas-fast-food-chain-unveils-new-logo-following-mcdonalds-exit-from-russia/ (Accessed 14 
June 2022).

18.	 Заявка	на	регистрацию	товарного	знака	(знака	обслуживания),	(ФЕДЕРАЛЬНАЯ	СЛУЖБАПО	ИНТЕЛЛЕКТУАЛЬНОЙ	
СОБСТВЕННОСТИ	2022),	https://new.fips.ru/registers-doc-view/fips_servlet?DB=RUTMAP&rn=3512&DocNumber=2022715219&Type-
File=html 

19. D Kass, Russia OKs Use Of Peppa Pig TM As Sanctions Retaliation, Law 360, 11 March 2022, https://www.law360.com/arti-
cles/1473286/russia-oks-use-of-peppa-pig-tm-as-sanctions-retaliation (Accessed 14 June 2022).

20. L Sabin, Russia rejects Peppa Pig trademark infringement claim to retaliate against sanctions for Ukraine war, The Independent, 14 March 2022, 
https://www.independent.co.uk/news/world/europe/peppa-pig-russia-trademark-ukraine-b2034842.html (Accessed 14 June 2022).

21. https://rossgram.ru/ 

McDonalds, that saw its famous ‘Golden Arches’ 
reappropriated to create the Cyrillic letter ‘V’ 
for a new chain of fast-food restaurants named 
‘Uncle Vanya’s’17. 

 
Figure 1. Logo of ‘Uncle Vanya’, registered with the Federal Service for Intellectual Property18 (Left). Logo of McDonalds (Right). 

At the same time, a Russian judge ruled that the 
children’s character, Peppa Pig, was no longer 
protected by copyright law, as the owners of the 
IP were based in ‘unfriendly’ countries19. A judge 
in Kirov threw out a case against a man who had 
been illegally replicating the images of two of 
the TV show’s characters20. The case opens the 
way for further copyright violation by entities in 
the Russian Federation in an apparent hybridi-
sation of the conflict that now includes property 
rights within the conflict. 

So called ‘Trademark Squatting’ has taken off 
in the Russian Federation since the beginning 
of the conflict, with a number of brands finding 
their IP reappropriated by Russian companies. 

Without a legal presence in Russia, many multi-
national corporations are struggling to defend 
their brand identity and intellectual property 
within the country. 

The technology behind many companies has 
also been exploited by the relaxation of IP laws 
in Russia. In March, a Russian copy of Instagram 
called ‘Rossgram’ went online, with a near iden-
tical user interface to the American app owned 
by Meta. The marketing on the official website 
of the app even claims that it is: “A new social 
network with a familiar interface…”21 To add insult 
to injury, the font and colouring chosen for the 
phrase ‘familiar interface’ is identical to that of 
Instagram. 

https://rossgram.ru/
https://new.fips.ru/registers-doc-view/fips_servlet?DB=RUTMAP&rn=3512&DocNumber=2022715219&TypeFile=html
https://new.fips.ru/registers-doc-view/fips_servlet?DB=RUTMAP&rn=3512&DocNumber=2022715219&TypeFile=html
https://www.law360.com/articles/1473286/russia-oks-use-of-peppa-pig-tm-as-sanctions-retaliation
https://www.law360.com/articles/1473286/russia-oks-use-of-peppa-pig-tm-as-sanctions-retaliation
https://www.independent.co.uk/news/world/europe/peppa-pig-russia-trademark-ukraine-b2034842.html
https://rossgram.ru/
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CONCLUSIONS 

Property rights, both physical and intellectual, 
are naturally not the top priority of governments 
during times of conflict. However, at least phys-
ical property is to a degree covered by interna-
tional law – with the seizure or damage of civilian 
physical property deemed to be a war crime. 
Yet despite this, depending on the system in 
place for reparations, repayment and restitu-
tion of property can be slow and cumbersome.

Intellectual property is in an even more precari-
ous position, with both states and private enter-
prises left vulnerable to the theft of intellectual 
property. Few legal mechanisms exist to defend 
IP during times of conflict, with many states 
taking advantage of this regulatory black hole 
to exploit foreign companies. 

What is required, is a reappraisal of the impor-
tance of property rights in conflict zones – 
extending many existing measures that exist in 
defence of physical private property to intellec-
tual property. Entities should be in a position to 
demand restitution of IP seized or misappropri-
ated during times of conflict. 

The theft of intellectual property, especially if 
taken from a theatre of operation or removed 
via cyber-attack from an opposing nation should 
be considered a war crime. Just as any kind 
of cyber-crime should be considered an act 
of aggression. Europe and the United States 
need to start taking the protection of intellec-
tual property in conflict as seriously as they take 
the damage or destruction of physical property. 

Sound mechanisms for compensation should 
be established to offer financial restitution to the 
victims of intellectual property theft in the same 
way that reparations are awarded to the victims 
of physical property damage. Such a mecha-
nism would, in an ideal situation, be repaid by 
the offending party, however a more viable solu-
tion would be the extraction of compensation 
through economic sanctions against the host 
nation. 

Whereas for justice in the cases of physical 
property damage or loss, best practices need 
to be better shared on the appropriate model 
for reparation. At the international level it is clear 
that bureaucracy hinders the timely repayment 
to victims, whilst on a national level economic 
resources may not stretch far enough to guar-
antee payment. Such a policy will be a priority 
for the government of Ukraine in coming years, 
and it would be prudent to ensure a sound and 
stable model is in place by the time such claims 
are made. 

Ensuring fair treatment of both physical and 
intellectual property rights is an important step 
towards the long-term economic recovery of 
a nation in the aftermath of conflict. It inspires 
investor confidence, and guarantees a degree 
of renewed stability for those returning to their 
homes. In this respect, property rights should 
be held as high a priority as possible in any post 
conflict strategy. 

This framework has been deployed against 
foreign actors in the United States, in particular 
related to dual use technologies, such as in the 
aerospace industry and material necessary for 
the digital sector such as semiconductors. 

In the 2019 annual Department of Defense 
report to Congress on Military and Security 
Developments relating to China, the US Govern-
ment outlined a number of instances in which 
the Chinese had sought to steal US defence 
technologies through corporate espionage23. 

Five instances of corporate espionage were 
recorded directly in the report, including 
attempts to steal designs currently under 
development by major US arms manufactur-
ers. Amongst the targets were aviation compa-
nies and semiconductor manufacturers24. All 
cases were prosecuted under the Economic 
Espionage Act. 

In the 2021 version of the same annual report 
to Congress, the Department of Defense 
concluded that intellectual property theft by 
China during the most recent flare up in tensions 
cost the US economy $50 billion25. 

23. Department of Defense, Annual Report to Congress: Military and Security Developments Involving the Peoples Republic of China 2019, 
May 2019 https://media.defense.gov/2019/May/02/2002127082/-1/-1/1/2019%20CHINA%20MILITARY%20POWER%20REPORT%20
(1).PDF (Accessed 14 June 2022).

24. Department of Defense, Annual Report to Congress: Military and Security Developments Involving the Peoples Republic of China 2019, 
May 2019 https://media.defense.gov/2019/May/02/2002127082/-1/-1/1/2019%20CHINA%20MILITARY%20POWER%20REPORT%20
(1).PDF (Accessed 14 June 2022).

25. Department of Defense, Annual Report to Congress: Military and Security Developments Involving the Peoples Republic of China 2021, 
2021 https://media.defense.gov/2021/Nov/03/2002885874/-1/-1/0/2021-CMPR-FINAL.PDF (Accessed 14 June 2022).

The hybridisation of warfare, and the expan-
sion of so called ‘lawfare’ has seen instances 
of intellectual property theft become a more 
active part of diplomatic tensions. Attacks on 
Western industry groups and businesses via 
their intellectual property are seen by the West’s 
adversaries as an extension of the existing field 
of operations. The private sector is finding itself 
increasingly squeezed by mounting interna-
tional tensions. 

Companies that are seemingly detached from 
the political arena, such as Apple, Samsung, and 
Tesla now find themselves the targets of hostile 
nations.

Whilst there are clear international laws and 
treaties that protect physical property rights in 
conflict zones, it’s clear that the same do not 
exist for intellectual property. This gap in the 
legal framework leaves companies vulnerable 
during times of heightened political tension or 
conflict. 
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